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Voraussetzungen / Prerequisites

e Hohenheimer Benutzerkonto / Hohenheim user account
e Optional: Gruppenpostfach / group mailbox

Bezug des SMIME-Benutzerzertifikats / Obtaining the
SMIME user certificate

Rufen Sie die Website https://cm.harica.gr/ auf und wahlen Sie Sign Up.

Go to the website https://cm.harica.qr/ and select Sign Up.

Login
New to HARIC
Email address
Type your email address o
Password
Type your password . ®

Forgot password?

Or

< % Academic Login )
< G Signin >



https://cm.harica.gr/
https://cm.harica.gr/
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Fillen Sie alle Pflichtfelder (mit *) im folgenden Formular aus. Verwenden Sie hier unbedingt lhre Verwaltungs
E-Mail-Adresse! Wenn Sie hier ein Nutzerzertifikat fir ein Gruppenpostfach beantragen méchten, geben Sie
bitte die E-Mail-Adresse des Gruppenpostfachs an.

Please fill in all mandatory fields (marked with *) in the following form. Be sure to use your administrative email

address here! If you would like to request a user certificate for a group mailbox here, please enter the email
address of the group mailbox.

Sign Up

Email address * \

-@\rerwallu ng.uni-hohenheim.de

Given name * /
_

.

Surname *

i

Given name (Local language)

Type your surname in local language \ ‘

Surname (Local language) \
Type your surname in local language \ ‘
Date of birth )

- / d

Mobile phone /
Type your phone number /

*Required fields
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Sie bekommen nun folgende Meldung angezeigt. Sie konnen den Browser bzw. cm.harica.gr nun schlieffen. AuRerdem
sollten Sie nun eine E-Mail im Posteingang der soeben angegebenen E-Mail-Adresse vom HARICA Certificate Manager
erhalten haben. Mit dieser E-Mail kdnnen Sie die E-Mail-Adresse verifizieren, indem Sie auf den Link in der E-Mail klicken.
Falls Sie keine E-Mail erhalten haben, priifen Sie ob die E-Mail-Adresse richtig eingegeben wurde. Bei einem
Gruppenpostfach in den Posteingang des Gruppenpostfachs schauen! Mit Resend email kénnen Sie sich die E-Mail auch
erneut zusenden lassen.

Ist die E-Mail angekommen dann weiter beim nachsten Schritt.

You will now see the following message. You can now close your browser or cm.harica.gr. You should also
have received an email from HARICA Certificate Manager in the inbox of the email address you just entered.
You can verify your email address by clicking on the link in this email. If you have not received an email, check
that the email address has been entered correctly. If you're using a group mailbox, check the group mailbox's
inbox! You can also have the email resent to you by clicking on Resend email.

Once the email has arrived, proceed to the next step.

Activate your account

E-Mail-Adresse
korrekt?
Is your email

Your account has been created. address correct?

To finish setting up your HARICA account, you have to veyify your email address. We have sent E-Mail-Adresse
you an email to ni-hohenheim.de. korrekt, aber E-Mail
nicht erhalten.

Email address is
D G
e —

correct, but email
not received.

HARICA

Welcome to HARICA! E-Mail erhalten.
Received email.

To activate your account and confirm that you control the email address
dimitrio: i ung.uni-hohenheim.de, please click the link
below and follow the instructions.

If you didn't sign up with this email address at Harica CertManager (https://
cm.harica.gr), you can ignore this message or contact us at support@harica.gr.

Do you need any assistance? Please contact us here!

® support@harica.gr
- +30 2310 995000

Monday to Friday: 08:15 - 15:00
(GMT+2 Athens, Greece]

© 2025 HARICA. All Rights Reserved.
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Klicken Sie , Activate”.

Click ,Activate”.

Welcome to HARICA

Activate your account!

Klicken Sie ,Go to login page“.

Click ,Go to login page®.

Your account has been activated

You can now log in to CertManager.

Go to login page
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Loggen Sie sich nun mit den selbst vergebenen Logindaten (E-Mail-Adresse und Passwort) ein.

Now log in with the login details you have assigned yourself (email address and password).

Login

New to HARICA? Sign Up
Email address

Type your email adc@
Password
Type your password D
Forgot password’>
< % Academic Login )

G Signin

'\

T‘

™~
/

Wabhlen Sie auf der linken Seite unter Certificate Requests ,,Email“.

On the left-hand side, under Certificate Requests, select ,,Email*.

eSeals

e, Server

5] Code Signing
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Wahlen Sie Email-only.

Select Email-only.

Email / Request New Certificate

1. Request 2. Payment

Pro&uct

Select the type of your certificate

"EHH H e to sign/encrypt email messages.

Includes:
o Your email address(es)

3. Activation

(e D

Free

Scrollen Sie herunter und wahlen Sie Next. Die Emailadresse wird automatisch aus lhrer Anmeldung Uber Ihr

Hohenheimer Benutzerkonto eingetragen.

Scroll down and select Next. The email address is automatically entered from your Hohenheim user account

registration.

Email-only

S/MIME certificate to sign/encrypt email messages.
Includes:

 Your email address(es)

Enter your email address

Email Addresses
Include one or more email addresses in your certificate.

Selected

Free
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Wahlen Sie nochmals Next.

Select Next again.

Email / Request New Certificate

1. Request 2. Payment 3. Activation

Product Details Authorization

Select a method to validate your email address(es)

Validate via email to selected email address

Validate via email to selected email address
Selected

< Back

Akzeptieren Sie die Nutzungsbedingungen und wahlen Sie Next.

Accept the terms of use and select Next.

Email / Request New Certificate

1. Request 2. Payment

Product Details Authorization Summa Vi

3. Activation

Review the application before submitting

Certificate Type Service Duration
S/MIME email-only 2 years

Emails

1 ni-hohenheim.de

at | read and agree with, by submitting this request, the Terms of Use
and the Certification Practices of HARICA. | also agree that HARICA shall process, use and

store the data from this request in accordance with the Data Privacy Statement. 7
< Back @
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Wenn Sie das erste Mal ein Zertifikat beantragt haben, missen Sie lhre E-Mail-Adresse einmalig bestatigen
und Ihnen wird im Dashboard das beantragte Zertifikat mit dem Status ,,Waiting for 1 task“ angezeigt (siehe
Screenshot 1).

Haben Sie bereits lhre E-Mail-Adresse bestatigt, wird Ihnen im Dashboard das Zertifikat mit dem Status ,,Enroll
your Certificate“ angezeigt (siehe Screenshot 2).

When you have requested a certificate for the first time, you must confirm your e-mail address once and the
requested certificate will be displayed in the dashboard with the status "Waiting for 1 task" (see screenshot 2).
If you have already confirmed your e-mail address, the certificate will be displayed in the dashboard with the
status "Enroll your Certificate” (see screenshot 2).

Screenshot 1:

Pending Certificates

Product Validity Information Actions
e .-

Bei erstmaliger Anmeldung; E-Mail-Adresse muss noch verifiziert/bestatigt werden / For first-time registration; e-mail address still needs to be verified/confirmed

Screenshot 2:

Ready Certificates

Product Validity Information Actions

‘S/MIME ‘ kai.keller@uni-hohenhei...

E-Mail-Adresse bereits validiert bzw. bestatigt / E-mail address already validated or confirmed
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Screenshot 2 wird angezeigt / Screenshot 2 is displayed :

Uberspringen Sie die folgenden Schritte und weiter unten fortfahren.

Skip the following steps and continue below.

Screenshot 1 wird angezeigt / Screenshot 1 is displayed:

Sie sollten nun eine Email vom HARICA Certificate Manager (CM) von noreply@harica.gr mit dem Betreff

HARICA- Email confirmation for certificate issuance erhalten haben.
Klicken Sie in dieser Email auf Confirm.

You should now have received an email from the HARICA Certificate Manager (CM) at noreply@harica.gr wit
the subject HARICA- Email confirmation for certificate issuance.

Click on Confirm in this email.

Validate your email

We have received your request to issue an S/MIME email-only certificate for
uni-hohenheim.de.

Please confirm that you control the specific e-mail address and that you authorize
HARICA to issue a certificate on your behalf by clicking the link below.

Please note that the link is valid for a duration of 24 hours. In case the link expires, Iog in to HARICA
CertManager and locate your Pending Certificate. Then, press the 3 dots on the right side and select the
option to resend the email

Sie erhalten in lnrem Browser nun folgende Meldung. Bestatigen Sie diese mit einem Klick auf Confirm.

You will now receive the following message in your browser. Confirm this by clicking on Confirm.

Validate your email address

arthur.spooner@uni-hohenheim.de

Confirm that you own the above email address.


mailto:noreply@harica.gr
mailto:noreply@harica.gr
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Nun befinden Sie sich wieder auf Ihrem Dashboard. Wéhlen Sie hier Enroll your Certificate.
You are now back on your dashboard. Select Enroll your certificate here.

Ready Certificates

Product Validity Information Actions

S/MIME arthur.spooner@uni-ho...

Screenshot 2 wird angezeigt:

Hier fortfahren: Klicken Sie im Bild hiertiber auf den Button Enroll your Certificate.

Wahlen Sie als Algorithm RSA(default), als Key Size 4096, legen Sie bei Set a passphrase ein Passwort fur
die Zertifikatsdatei fest und wiederholen Sie dieses bei Confirm passphrase. Setzen Sie den Haken wie im
Bild dargestellt und klicken Sie auf den Button Enroll Certificate.

Continue here: Click on the Enroll your Certificate button in the screen above.

Select RSA(default) as Algorithm, 4096 as Key Size, define a password for the certificate file under Set a
passphrase and repeat this under Confirm passphrase. Tick the box as shown in the picture and click on the
Enroll Certificate button.

Certificate Enrollment

or

Generate your certificate in .p12 format. Use your (already created) CSR and submit it here.

Set a passphrase to protect your certificate. Please note that the passphrase is required to use the certificate and should therefore be

secured and not forgotten.
Algorithm ‘mmﬁ
Set a passphrase /
P ——
) Ve
Confirm passphrase 3
(R 4/ o} ‘

understand that this passphrase is under my sole knowledge and HARICA does not have access to it.

o

10
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Sie bekommen nun direkt den Download Button angeboten. Mit einem Klick darauf wird die Zertifikatsdatei im
Download Ordner abgelegt.

Wir empfehlen lhnen die Zertifikatsdatei unbedingt in Ihrem U-Laufwerk abzuspeichern. Die Datei wird hier
gesichert und die Wahrscheinlichkeit von Verlust des Zertifikates minimiert.

You will now be offered the download button directly. Click on it to save the certificate file in the download folder.
We strongly recommend that you save the certificate file to your U drive. The file will be backed up here,
minimizing the likelihood of losing the certificate.

Get your certificate

Your certificate is ready. Press the Download button to retrieve it.

ATTENTION: This is the ONLY TIME you can perform this action, you cannot download the certificate later.

Close

Um das Zertifikat nun in lhren E-Mail-Client oder Webmail einzupflegen, lesen Sie bitte unsere Anleitungen
unter kim.uni-hohenheim.de.

To add the certificate to your e-mail client or webmail, please read our instructions at kim.uni-hohenheim.de.

11
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Sollten Probleme auftreten stehen wir Ihnen gerne am
KIM IT-Service-Desk
Biogebaude 1
Garbenstralle 30 - 1. UG
oder per E-Mail unter

kim-pki@uni-hohenheim.de

Should problems arise, we will be happy to help you at the
KIM IT-Service-Desk
Biogebaude 1
Garbenstral’e 30 - 1. Basement
or email us at

kim-pki@uni-hohenheim.de

12
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